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ABSTRACT

This publication addresses the Food and Drug Administration (FDA) final rule on Medical Device Data Systems (MDDS) regarding the FDA’s classification of medical devices.  Specifically, this paper provides an overview of the new rule and its application to telemedicine providers.
_____________________________________________________________________________

On February 15, 2011, the Food and Drug Administration (“FDA”) issued a final regulation that reclassified Medical Device Data Systems (“MDDSs”) from the agency’s highest risk (Class III) to the lowest risk (Class I) category for medical devices.  See 76 Fed. Reg. 8637 (Feb. 15, 2011) (to be codified at 21 C.F.R. § 880.6310).  While FDA previously exercised “enforcement discretion” towards MDDSs, under the new rule all health care facilities acting as “manufacturers” of MDDSs are now required to meet FDA’s registration, listing and quality systems requirements.   This paper provides an overview of the new rule to assist telemedicine providers in understanding its application and implications.
What are Medical Device Data Systems? 

A MDDS is a medical device that is intended to “transfer, store, convert from one format to another according to preset specifications, or display medical device data.”  21 C.F.R. § 880.6310(a)(1)(i)-(iv).  “Medical device data” is “any electronic data that is available directly from a medical device or that was obtained originally from a medical device.” Emphasis added. Id. at 8641.  FDA further explains that MDDSs have limited intended uses (i.e., transmitting, storing, converting according to a preset specification, and displaying data) and do not add value to the data or the devices with which they are used.  76 Fed. Reg. at 8642.

Identifying MDDSs:

As written, the rule is quite broad, leaving room for ambiguity and interpretation.  Accordingly, providers and facilities must look closely at the definition of MDDS in the context of their hardware and software applications.  

A MDDS may include software, electronic or electrical hardware such as a physical communications medium (including wireless hardware), modems, interfaces, and a communications protocol. This identification does not include devices intended to be used in connection with active patient monitoring.

The MDDS regulation further states that a MDDS is a device that is intended to provide one or more of the following uses, without controlling or altering the functions or parameters of any connected medical devices:
i. The electronic transfer of medical device data;

ii. The electronic storage of medical device data;

iii. The electronic conversion of medical device data from one format to another format in accordance with a preset specification; or

iv. The electronic display of medical device data.

What does this mean in terms of software and hardware?  Well, both the functions and intended use of the device must be considered.  The FDA provides helpful illustrative examples of MDDS device functions including:

· The electronic transfer or exchange of medical device data from a medical device, without altering the function or parameters of any connected devices. Ex. - software that collects output from a ventilator about a patient’s CO2 level and transmits the information to a central patient data repository.

· The electronic storage and retrieval of medical device data, without altering the function or parameters of connected devices. Ex. - software that stores historical blood pressure information for later review by a healthcare provider.

· The electronic conversion of medical device data from one format to another in accordance with a preset specification. Ex. - software that converts digital data generated by a pulse oximeter into a digital format that can be printed.

· The electronic display of medical device data, without altering the function or parameters of connected devices. Ex. - software that displays the previously stored electrocardiogram for a particular patient.

FDA provides further examples of devices and applications it considers to fall within the scope of the MDDS regulation:

· Any assemblage or arrangement of network components that includes specialized software or hardware expressly created for a purpose consistent with the intended use in the MDDS regulation.

· Products specifically labeled (per 21 C.F.R. 801) by the manufacturer as a MDDS, provided such products do not provide additional functionality.

· Custom software that is written by entities other than the original medical device manufacturer (for example, hospitals, third party vendors) that directly connects to a medical device, to obtain medical device information.

· Modified portions of software or hardware that are part of an IT 
infrastructure created and/or modified for specific MDDS functionality.  Ex. - when modifying software (writing and compiling software source code), the modified portion is considered MDDS.

What types of Devices/Software are NOT MDDSs?

Many network applications relied on by providers of telehealth will fall outside the scope of the MDDS regulations.  Again, we turn to FDA for illustrative examples to help identify the bounds to the regulation:
  

· General purpose IT infrastructure used in health care facilities that is not altered or reconfigured outside of its manufactured specifications. Modifications within the off-the-shelf parameters of operation are still considered general IT infrastructure and not MDDS. For example, components with the following functions by themselves are NOT considered MDDS if they are used as part of general IT infrastructure even though they may transfer, store, display or convert medical device data, in addition to other information: 
· The electronic transfer of medical device data; 

· Network Router

· Network Hub

· Wireless access point

· The electronic storage of medical device data; 

· Network Attached Storage (NAS)

· Storage area network (SAN)

· The electronic conversion of medical device data from one format to another in accordance with a preset specification; 

· Virtualization System (ex. VM Ware)

· PDF software

· The electronic display of medical device data. 

· Computer Monitor

· Big screen display
· Networks used to maintain medical devices to see which systems are running or malfunctioning, or other similar uses that do not meet the definition of medical device under 201(h) of the FD&C Act.

· Standard IT software that is not specifically sold by the manufacturer as a MDDS, which may have MDDS functionality such as reading serial numbers, barcodes, UDI or other data from a medical device, but is not used in providing patient care.

· Off-the-shelf passive network sniffing software that is generally used to monitor any network performance by reading TCP/IP packets on a network if this software is not intended to connect directly to a medical device.

Who is a “Manufacturer” under the MDDS Rule:

Firms that manufacture (design the specifications, develop software, etc.) MDDSs are subject to the requirements of the final rule.  In addition, a user of an MDDS (e.g., any individual, hospital, or corporation) that makes “any modifications to the MDDS that are outside the parameters of the original manufacturer’s specifications for the device, for purposes of the user’s clinical practice or otherwise for commercial use,” becomes a MDDS manufacturer for purposes of the rule.  76 Fed. Reg. 8645.  If a user “reconfigures” a product into a MDDS device, that individual will also be considered a device manufacturer subject to the MDDS regulations.  Id.  Further, an entity that develops its own software protocols or interfaces “that have an intended use consistent with an MDDS,” or creates a system “from multiple components of devices and uses it clinically for functions covered by the MDDS classification,” would also be considered to be a device manufacturer. Id.

A purchaser or user of an MDDS that only uses the product in accordance with the manufacturer’s labeling, original design and validation would not be considered a manufacturer for purposes of the regulation.  Id.  

What does this mean for “Manufacturers” of MDDSs?

Manufacturers of MDDSs will need to meet the specific regulatory requirements that apply to all manufacturers of Class I devices (note – some Class I devices are exempt from the quality systems requirements, but that is not the case with MDDS).  In particular, MDDS manufacturers must be prepared to meet the following requirements by the dates set forth in the new rule:

· Registration and Listing – MDDS manufacturers will be required to register as device establishments and to list their products with the FDA.  This may be done through FDA’s website, and carries with it an annual fee.  As of May 16, 2011 manufacturers of MDDSs are required to submit an establishment registration and listing to FDA.
  

· Quality System Regulation – This will be the most time-intensive regulatory requirement, and the source of greatest regulatory exposure.  A majority of Warning Letters issued by FDA are related to Quality System Regulation (“QSR”) deficiencies.  The QSRs require manufacturers to have in place an adequate system (and written procedures) in order to meet the cGMP requirements in the FDA’s QSR found at 21 C.F.R. Part 820.  The QSR covers a wide range of requirements such as device design, recordkeeping, and 
dealing with non-conforming devices, corrective and preventative actions (“CAPA”) among others.  Manufacturers are required to have a quality system in place within 12 months from the effective date of the rule or by April 18, 2012.  

· Medical Device Reporting Requirements – All device 
· manufacturers must report to FDA certain types of adverse events.  See 21 C.F.R. § 803.10.  For example, manufacturers must report any device-related deaths or serious injuries related to the use of the device.  Id.  Thus, MDDS manufacturers will also be subject to these reporting requirements.  Firms covered by the rule should note that the medical device reporting requirements are another frequent enforcement target of the FDA, and it is therefore critical that firms implement reporting procedures and training.   

Conclusions

Telehealth providers should review their current processes, networks and/or products to determine if they fall within the scope of the MDDS regulation, and whether they are acting as “manufacturers.”  Maintaining customized computer systems that qualify as MDDSs will require a new level of regulatory and quality systems as well as the expectation of random FDA inspections of those systems.  Failure to comply with the new rule could result in FDA enforcement action in the form of Form FDA 483s (i.e., notice of inspectional observations), Warning Letters, or other available enforcement tools.

With that said, there are a broad range of network tools used by providers of Telehealth that will not fall under the MDDS rule.  In these cases, providers should prepare written documentation for their files, clearly outlining their review and conclusions as to the status of their devices and software applications.  
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� For additional information on how to register and list your device, please visit the FDA’s website at http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/HowtoMarketYourDevice/RegistrationandListing/ucm053185.htm. 
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